AGENDA
SHAKOPEE PUBLIC UTILITIES COMMISSION
REGULAR MEETING
August 4, 2025
at 5:00 PM

1. Call to Order at 5:00pm in the SPU Service Center, 255 Sarazin Street

1a)

Roll Call

2. Communications

3. Consent Agenda

C=> 3a)
C=> 3b)
C=> 3c)
C=> 3d)
C=> 3e)
C=> 3f)

C=> 39)

C=> 3h)
C=> 3i)
C=> 3j)
C=> 3k)

Approval of July 7, 2025 Minutes (GD)

Approval of August 4, 2025 Agenda (JK)

August 4, 2025 Warrant List (KW)

Monthly Water Dashboard for June 2025 (BC)

MMPA July 2025 Meeting update (GD)

Res #2025-21 Resolution approving of the Estimated Cost of Pipe Oversizing on the:
Watermain Project: Elliana Estates (JA)

Res# 2025-22 Resolution setting the amount of the Trunk Water Charge, Approving
of its Collection and Authorizing Water Service to Certain Property Described as:
Elliana Estates (JA)

June Financial Reports (KW)

Amend Purchasing Policy (KW)

Tower No. 3 (BC)

IT Information Security Policy (PD)

*** Motion to approve the Consent Agenda

4. Public Comment Period. Please step up to the table and state your name and address
for the record.

5. Liaison Report (JD)

6. Reports: Operations Items

6a)
6b)

Operations Report — Verbal (BC)
Nitrate Testing and Operations Policy (RH)

*** Motion to approve the Nitrate Testing and Operations Policy and the temporary
Nitrate Testing and Operations Policy (Well 23 Only), both dated 8/4/25***



7. Reports: General
7a) Marketing/Key Accounts Report — Verbal (SW)
7b) Crisis Communication Plan (SW)

*** Motion to approve the Crisis Communications Plan ***

7c) General Manager Report — Verbal (GD)
7d) NES WTP Site Search Update: Shakopee Hawkins potential site plans (GD) **

** A portion of this meeting may be closed under Minnesota Statutes, Section 13D.05, subdivision
3(c) to review confidential or protected nonpublic appraisal data and to develop or consider offers
or counter offers for the purchase of property at 1776 Mystic Lake Drive S **

8. Items for Future Agendas

9. Tentative Dates for Upcoming Meetings
- September 2, 2025 (Tuesday) - Changed
- October 6, 2025
- October 20, 2025 Workshop

10.  Adjournment
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Monthly Water Dashboard

As of: June 2025

ALL VALUES IN MILLIONS OF GALLONS

Shakopee Public Utilities Commission

Volume of Water Produced (millions of gallons)
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PO Box 470 - 255 Sarazin Street
Shakopee, Minnesota 55379
Main 952.445-1988 - Fax 952.445-7767

Shakopee Public Utilities www.shakopeeutilities.com
To: SPU Commissioners

From: Greg Drent, General Manager W

Date: July 25, 2025

Subject: MMPA July 2025 Meeting Update

The Board of Directors of the Minnesota Municipal Power Agency (MMPA) met on July 22,
2025, at Canterbury Park in Shakopee, Minnesota, and via videoconference.

The Board reviewed the Agency’s financial and operating performance for June 2025.

Participation in the residential Clean Energy Choice program increased by 65
customers. Customer penetration for the program is 6.5%.

The Board discussed the status of renewable projects the Agency is pursuing.

The Board discussed the Federal Budget Reconciliation Bill and the effect it will have on
MMPA’s projects.

Thanks
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PO Box 470 - 255 Sarazin .

Shakopee, Minnesota 55379

Main 952.445-1988 - Fax 952.445-7767

Shakopee Public Utilities www.shakopeeutilities.com
DATE: July 28, 2025
» 9
TO: Greg Drent, General Manager v",@ db\p
FROM: Kelley Willemssen, Director of Finance & Administration
SUBJECT: June Financial Reports

As part of the June financial reports, we continued the practice of providing a component of analytical
review. For the Water and Electric Operating Revenue and Expense budget to actual you will see
comments at the bottom of each page. The budget is projected on an annual basis rather than a
monthly basis so the information in the June financial reports equates to 50% of the annual budget.

Key Takeaways for YTD Actuals to Budget

e Electric revenues were 8.1% under budget, mainly due to lower than budgeted power cost
adjustment revenue from lower purchased power costs.
Electric expenses were 10.9% under budget, with major savings in purchase power costs.
Water revenues were 18.9% under budget due to seasonal usage patterns and should stabilize
beginning in July.
Water expenses were under budget by 0.02%.
Change in Net Position for the electric division as of 06/30/25 is $2.4M.

e Change in Net Position for the water division as of 06/30/25 is $2.1M.

Key Takeaways for YTD Actuals to Prior Year
® YTD electric operating revenues are up 3.52% from the prior year.
® YTD electric expenses are up 4.32% from the previous year.
¢ YTD water revenues are up 21.6% from the prior year.
* YTD water expenses are up 2.9% from the previous year.

Included in this report are the following statements:
¢ Combined Statement of Revenues, Expenses and Changes in Fund Net Position

* Electric Operating Revenue and Expense — Budget to Actual (with analytics)
¢ Water Operating Revenue and Expense— Budget to Actual (with analytics)
® Electric Operating Revenue and Expense — 2024 to 2025
e Water Operating Revenue and Expense — 2024 to 2025

Request

The Commission is requested to accept the Financial Reports for the period ending 06/30/25.
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PO Box 470 - 255 Sarazin Street
Shakopee, Minnesota 55379
Main 952.445-1988 - Fax 952.445-7767

Shakopee Public Utilities www.shakopeeutilities.com

DATE: July 28, 2025

TO: Greg Drent, General Manager /g@ W

FROM: Kelley Willemssen, Director of Finance & Administration
SUBJECT: Amend Purchasing Policy
Overview

To improve clarity and ensure consistent compliance, we are recommending specific updates to
the Purchasing Policy regarding change orders and related procedural requirements. These
updates aim to enhance understanding across departments and strengthen internal controls.

To assist with your review, both the original version of the policy and a redlined version
showing all tracked changes are attached to this memo.

Action Requested:
Approve the amended Purchasing Policy




Purchasing/Contracts Policy


















Purchasing/Contracts Policy












o Sealed bids are required for purchases exceeding $175,000, and bids must be advertised by the General
Manager or designee in SPU's legal newspaper (Notice to Bidders) and publicly opened and approved by
the Commission. In addition to the legal notice, SPU must prepare instructions to bidders and general
specifications for sealed bids. Attaching a copy of the proposed contract to the instructions to bidders is
required. Sealed bids, including the number of bids received prior to bid opening, are nonpublic. Once
opened, the name of the bidder and the dollar amount of the bid are public (all other data is private until
completion of the selection process).

o Bids vs. Quotes terminology — always use term quotation unless referring to a sealed bid.

o Bid security (for sealed bids for purchases over $175,000) in the amount of five percent (5%) of the bid
shall be submitted to the General Manager. The bid security guarantees that in the event the bidder's
offer is accepted, the bidder wili enter into a contract in accordance with the proposal. Bid security of the
successful bidder will be returned upon execution of the contract documents. Bid securities of
unsuccessful bidders will be returned within a reasonable time period (Minnesota Statutes § 574.27).
Failure of the successful bidder to execute the contract and furnish applicable bonds within ten (10) days
after receiving written notice of the award shall cause the bid security to be forfeited as liquidated
damages to SPU. The Commission at this time may award the contract to the next lower responsible
bidder unless the Commission determines that public interest will be better served by accepting a higher
bid, or the contract may be re-advertised.

o Rejecting Bids (and related Data Practices laws) - SPU has the right to reject any and all bids (requests
for proposals, requests for bids, sealed bids). All data submitted in response to bid requests are private
until bids are opened. If bids are rejected prior to the completion of the evaluation or selection process, all
data, other than that made public at the bid opening, remain private until a re-solicitation of bids results in
completion of the selection process. If the rejection occurs after the completion of the selection process,
the data remain public. If a re-solicitation of bids does not occur within one year of the bid opening date,
the remaining data become public.

D. Amendment

The contract cost, once established by the Commission, shall represent the maximum obligation to SPU. Any All
change orders that affect the cost of the contract shall be reviewed by the General Manager and SPU
representative managing the contract. The General Manager has the authority-to authorize an individual change
order without Commission approval up to a maximum of 15% of the contract price or $150,000 6f the centract price,
whichever is less, as long as provided-the sum of all change orders plus the original contract plus-the-change-order
does not exceed the authorized budget. The General Manager may require additional bonds in connection with a
change order. —l-the-change-orderexceeds-this-amount; If Commission approval is required, then the General
Manager and SPU representative managing the contract will provide williorward the justification for the change
order to the Commission fer-approval. In no event will payment in excess of the authorized budget be made until
such approval has been obtained.

E. Bond Requirements

The vendor must execute to SPU a performance bond and a payment bond for public work over $175,000
(including any increase that the General Manager determines in connection with an authorized change order under
Section D) to protect SPU and all people furnishing work, equipment, materials, or supplies. An irrevocable letter of
credit may be accepted in lieu of a performance bond.

No SPU contract is valid, nor may work commence on a bid contract, until the contractor provides a Performance
Bond and a Labor and Materials Bond to SPU in accordance with state statute.

F. Certificate of Insurance

Before beginning work on a contract, the Contractor must submit to SPU, and obtain SPU's approval, on a
certificate of insurance. This certificate shall be composed of a Standard Form C.1.C.C.-701 or an ACORD 25
form. The certificate of insurance shall list SPU as an additional insured, and shall be maintained at all times and
survive termination or expiration of the contract, and provide for the following minimum coverage, unless mutually
agreed otherwise:

5
MN 2975181.2
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PO Box 470 - 255 Sarazin Strec.
Shakopee, Minnesota 55379
Main 952.445-1988 - Fax 952.445-7767

Shakopee Public Utilities www.shakopeeutilities.com
TO: Greg Drent, General Manager A’ E
FROM: Brad Carlson, Director of Field Operations ,& c—-

SUBIJECT: Tower No.3 Recondition

DATE: July 24, 2025

Water Tower No. 3 is nearing completion. If you have the chance to catch a glimpse of the
reconditioning project of Tower #3, it looks amazing. Staff wanted to touch base with the SPU
Commission regarding the overall contract costs, which include contract change orders. The
original contract price of $1,336,990.00 was held with G&L Tanks Sandblasting and Coating,
which has changed with approved change orders. The current contract price has increased to
$1,506,990.00. We remain within the $2,000,000.00 budgeted amount for the Tower No.3
project. The following change orders are in addition to the original contract.

Original Contract Amount $1,336,990.00 (original contract bid)
Upgrade Add. Alternate No.1 $40,000.00 (upgraded full wrap logo)
Change Order No.2 $120,000.00 (interior dry full replacement)
Change Order No.3 $8,000.00 (replace 2-overflow elbow)
Change Order No.4 $2,000.00 (logo design add. stenciling)
New Contract Balance $1,506,990.00

At this time, we are not looking for any approvals due to change orders, but we wanted to
inform the Commission about the overall costs.
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PO Box 470 - 255 Sarazin |
S p Shakopee, Minnesota 55379
Main 952.445-1988 - Fax 952.445-7767

Shakopee Public Utilities www.shakopeeutilities.com
July 31%, 2025
. ‘, f0
TO: Greg Drent, General Manager
FROM: Philip Dubbe, IT Director 7Y
SUBJECT: IT Information Security Policy
Overview

Attached is the proposed policy for Information Security. This policy covers a wide array of topics which
are important to the overall cybersecurity stance of the Utility. Many of these items have been done at
the utility but without a formal policy. This policy will give the Utility consistent guidelines to follow
moving forward.

Action Requested

Staff is requesting commission approval of the attached Information Security Policy to continue to
standardize and enhance SPU’s cybersecurity posture.

B —



Shakopee Public Utilities (SPU)

Information Security Policies

eSPU

Shakopee Public Utilities

Pre-Commission Approval

July 31, 2025
Update to the Most Recent SPU Approval Date

(version 1.2)
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Preambles

Purpose of this Policy

This policy stack has been created to comply with the NIST 800-53 and the Cybersecurity Framework
(CSF) information security standards. These NIST standards require a wider range of executive
management participation to enforce these Information Technology Security policies, in addition to the
traditional involvement of the Information Technology Department and Information Security team(s).

Page 4 of 41
Version: SPU Information Security Policies — July 2025



Definition of Information Security

Information security, often referred to as InfoSec, refers to the processes and tools designed and
deployed to protect sensitive business information from modification, disruption, destruction, and
inspection.

Application security is a broad topic that covers software vulnerabilities in web and mobile applications
and application programming interfaces (APIs). These vulnerabilities may be found in authentication or
authorization of users, integrity of code and configurations, and mature policies and procedures.
Application vulnerabilities can create entry points for significant InfoSec breaches. Application security is
an important part of perimeter defense for InfoSec.

Cloud security focuses on building and hosting secure applications in cloud environments and securely
consuming third-party cloud applications. “Cloud” simply means that the application is runningin a
shared environment. Businesses must make sure that there is adequate isolation between different
processes in shared environments.

An effective information security program should cover key elements such as management's
commitment to information security, the need to comply with information security requirements,
personal accountability, basic information on security procedures, and key contact points (for additional
information and incident reporting).

Role and Responsibilities

Role Responsibilities to this Policy

IT Director e Review Draft Policy Requirements
IT Staff e Implement Policy Requirements
General Manager e Approve Policy Requirements
vCISO e Develop Draft Policy Requirements
Board of Commissioners e Final Approval, if appropriate

Executive Management

e Ensure that an appropriate risk-based Information Security Program is implemented to protect the
confidentiality, integrity, and availability of all Information Resources collected or maintained by or
on behalf of the SPU.

e  Ensure that information security processes are integrated with strategic and operational planning
processes to secure the organization’s mission.

e  Ensure adequate information security financial and personnel resources are included in the budgeting
and/or financial planning process.

e Ensure that the IT Department is given the necessary authority to secure the Information Resources
under their control within the scope of the SPU Information Security Program.
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e Designate an IT Director and delegate authority to that individual to ensure compliance with
applicable information security requirements.

e Ensure that the IT Director, in coordination with the IT Department, reports annually to Executive
Management on the effectiveness of the SPU Information Security Program.

IT Director:

e Chairs the IT Department and provide updates on the status of the Information Security Program to
Executive Management.

e Manage compliance with all relevant statutory, regulatory, and contractual requirements.

e  Participate in security related forums, associations and special interest groups.

e Assess risks to the confidentiality, integrity, and availability of all Information Resources collected or
maintained by or on behalf of SPU.

e  Facilitate development and adoption of supporting policies, procedures, standards, and guidelines for
providing adequate information security and continuity of operations.

e  Ensure that SPU has trained all personnel to support compliance with information security policies,
processes, standards, and guidelines. Train and oversee personnel with significant responsibilities for
information security with respect to such responsibilities.

e Ensure that appropriate information security awareness training is provided to SPU personnel,
including contractors.

e Implement and maintain a process for planning, implementing, evaluating, and documenting
remedial action to address any deficiencies in the information security policies, procedures, and
practices of SPU.

e Develop and implement procedures for testing and evaluating the effectiveness of the SPU
Information Security Program in accordance with stated objectives.

e Develop and implement a process for evaluating risks related to vendors and managing vendor
relationships.

e  Report annually, in coordination with the IT Department, to Executive Management on the
effectiveness of the SPU Information Security Program, including progress of remedial actions.

e Conduct or Analyze Information Technology Risk Assessments

e Advise IT Department and Executive Management on applicable Compliancy Requirements (e.g. CJIS,
HIPAA, PCl, etc)

e  Prioritize and Remediate identified Remediation projects and tasks from various Risk Assessments

e Accelerate Information Security Tasks to preserve valuable staff time for routine Information
Technology Tasks

e To help prevent and assist in the handling of Information Technology Security Incidents

e Toresearch and act upon security matters that are relevant to the SPU before they become
addressed in security standards (e.e NIST 800-53, CSF, CIIS, etc)

IT Department
e  Ensure compliance with applicable information security requirements.
e  Formulate, review and recommend information security policies.
e  Approve supporting procedures, standards, and guidelines related to information security.
e  Provide clear direction and visible management support for information security initiatives.
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e Assess the adequacy and effectiveness of the information security policies and coordinate the
implementation of information security controls.

e Ensure that ongoing security activities are executed in compliance with policy.

e Review and manage the information security policy waiver request process.

e Review information security incident information and recommend follow-up actions.

e Promote information security education, training, and awareness throughout SPU, and initiate plans
and programs to maintain information security awareness.

e  Report annually, to Executive Management on the effectiveness of the SPU Information Security
Program, including progress of remedial actions.

All Employees, Contractors, and Other Third-Party Personnel
e Understand their responsibilities for complying with the SPU Information Security Program.
e Use SPU Information Resources in compliance with all SPU Information Security Policies.
e Seek guidance from the Information IT Department for questions or issues related to information
security.

Risk Management Program

Information security is a holistic discipline, meaning that its application, or lack thereof, affects all facets
of an organization or enterprise. The goal of the SPU Information Security Program is to protect the
Confidentiality, Integrity, and Availability of the data employed within the organization while providing
value to the way we conduct business. Protection of the Confidentiality, Integrity, and Availability are
basic principles of information security, and can be defined as:

e Confidentiality — Ensuring that information is accessible only to those entities that are
authorized to have access, many times enforced by the classic “need-to-know” principle.

e Integrity — Protecting the accuracy and completeness of information and the methods that are
used to process and manage it.

e Availability — Ensuring that information assets (information, systems, facilities, networks, and
computers) are accessible and usable when needed by an authorized entity.

SPU has recognized that our business information is a critical asset and as such our ability to manage,
control, and protect this asset will have a direct and significant impact on our future success.

This document establishes the framework from which other information security policies may be
developed to ensure that the enterprise can efficiently and effectively manage, control and protect its
business information assets and those information assets entrusted to SPU by its stakeholders, partners,
customers and other third-parties.

The SPU Information Security Program is built around the information contained within this policy and
its supporting policies.
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Policy Maintenance

This entire policy should be reviewed on an annual basis by the vCISO and IT Director.
Recommendations for changes shall be made to the SPU Manager for approval before the end of each
calendar year. Changes shall be updated to the SPU’s Information Security Risk Assessment on an annual

basis, to comply with the NIST standards.

Revision History

Version Date Role Description of Change

1.0 12/9/24 vCISO Original Draft

1.1 1/24/25 IT Director, Review of Draft
vCISO

1.2 7/10/25 IT Director, 2" formal review
Network Admin,
vCISO

1.3 (TBD TBD General Final Review
Manager

1.4 (TBD) TBD SPU Board of If needed
Commissioners
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Access Control

Purpose
The purpose of this procedure is to limit the access to SPU Data to only those that are authorized and
need it to complete their job duties. To accomplish this, the following procedures shall be followed:

1.

Users shall be granted access to SPU Data according to the Identity and Authentication
Procedure set forth below.

Access and Permissions to SPU Data shall be maintained by system administrators, information
system security officers, maintainers, and system programmers, as determined by the SPU IT
Director or designee.

Access control policies (e.g., identity-based policies, role-based policies, rule-based policies) and
associated access enforcement mechanisms (e.g., access control lists, access control matrices,
cryptography) shall be employed by The SPU to control access between users (or processes
acting on behalf of users) and objects (e.g., devices, files, records, processes, programs,
domains) in the information system.

The SPU IT Department shall limit access to SPU Data to only authorized personnel with the
need-to-know.

Logs of access privilege changes shall be maintained for a minimum of one year or at least equal
to the SPU IT Department record retention policy, whichever is greater.

Access Control can be achieved by one or more of the following Criteria and Mechanisms:

1. Job assignment or function (e.g., the role) of the user seeking access.
2. Physical location.
3. Logical location.
4. Network addresses (e.g., users from sites within a given SPU may be permitted greater access
than those from outside).
5. Time-of-day and day-of-week/month restrictions.
6. Access Control Lists (ACLs).
7. Application user rights/roles.
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Session Lockout:
1. All Devices shall have an automatic lockout after a maximum of 30 minutes of inactivity;
2. Devices that are located in a Secure Location (e.g., Squad Car Mobile Data Communicator (MDC)
shall be exempt from this criteria for the purposes of officer safety;

Account Lockouts:

1. Systems shall enforce an automatic lockout after 5 unsuccessful login attempts, which shall last
for a minimum of 30 minutes;
2. Anaccount administrator may unlock the account with just cause;

Password Criteria:

Minimum: 12 characters
Last 10 passwords can’t be repeated

Suggested complexity requirements and no dictionary words

Remote Access and Virtual Escorting:
Virtual escorting of privileged functions is permitted only when all the following conditions are met:

The session shall be monitored at all times by an authorized escort;

The escort shall be familiar with the system/area in which the work is being performed;

The escort shall have the ability to end the session at any time;

The remote administrative personnel connection shall be via an encrypted (FIPS 140-2 certified)

path; and

5. The remote administrative personnel shall be identified prior to access and authenticated prior
to or during the session.

6. All remote access connections to the SPU networks will be made through the approved remote

access methods employing data encryption and multi-factor authentication.

PwnNPE

7. Remote users may connect to the SPU networks only after formal approval by the requestor's
manager or SPU Management.

8. The ability to print or copy confidential information remotely must be disabled.

9. Users granted remote access privileges must be given remote access instructions and
responsibilities.

10. Remote access to Information Resources must be logged.

11. Remote sessions must be terminated after a defined period of inactivity.

12. A secure connection to another private network is prohibited while connected to the SPU
network unless approved in advance by SPU IT management.
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13. Non-SPU computer systems that require network connectivity must conform to all applicable
SPU IT standards and must not be connected without prior written authorization from IT
Management.

14. Remote maintenance of organizational assets must be approved, logged, and performed in a
manner that prevents unauthorized access.
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Account Management

All personnel must sign the SPU Information Security Policy Acknowledgement before access is

granted to an account or SPU Information Resources.
All accounts created must have an associated, and documented, request and approval.
Segregation of duties must exist between access request, access authorization, and access
administration.
Information Resource owners are responsible for the approval of all access requests.
User accounts and access rights for all SPU Information Resources must be reviewed and
reconciled at least annually, and actions must be documented.
All accounts must be uniquely identifiable using the username assigned by SPU IT and include
verification that redundant user IDs are not used.
All accounts, including default accounts, must have a password expiration every 90 days
Only the level of access required to perform authorized tasks may be approved, following the
concept of “least privilege”.
Whenever possible, access to Information Resources should be granted to user groups, not
granted directly to individual accounts.
Shared accounts must not be used. Where shared accounts are required, their use must be
documented and approved by the Information Resource owner.
User account set up for third-party cloud computing applications used for sharing, storing
and/or transferring SPU confidential or internal information must be approved by the resource
owner and documented.
Upon user role changes, access rights must be modified in a timely manner to reflect the new
role.
Creation of user accounts and access right modifications must be documented and/or logged.
Any accounts that have not been accessed within a defined period will be disabled.
Accounts must be disabled and/or deleted in a timely manner following employment
termination, according to a documented employee termination process.
System Administrators or other designated personnel:
o Are responsible for modifying and/or removing the accounts of individuals that change
roles with SPU or are separated from their relationship with SPU.
o Must have a documented process to modify a user account to accommodate situations
such as name changes, accounting changes, and permission changes.
o Must have a documented process for periodically reviewing existing accounts for
validity.
Are subject to independent audit review.
Must provide a list of accounts for the systems they administer when requested by
authorized SPU IT management personnel.
o Must cooperate with authorized SPU Information Security personnel investigating
security incidents at the direction of SPU executive management.
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privileged user account management approval, use, and removal of privileged user accounts. All
users of such accounts should be briefed on the policy and formally trained. Additional guidance
for the use of privilege can be found in NIST SP 800-53 AC-6 (https://nvd.nist.gov/800-
53/Rev4/control/AC-6)

Administrator/Special Access

Administrative/Special access accounts must have account management instructions,
documentation, and authorization.

Personnel with Administrative/Special access accounts must refrain from abuse of privilege and
must only perform the tasks required to complete their job function.

Personnel with Administrative/Special access accounts must use the account privilege most
appropriate with work being performed (i.e., user account vs. administrator account).

Shared Administrative/Special access accounts should only be used when no other option exists.
The password for a shared Administrative/Special access account must change when an
individual with knowledge of the password changes roles, moves to another department or
leaves SPU altogether.

In the case where a system has only one administrator, there must be a password escrow
procedure in place so that someone other than the administrator can gain access to the
administrator account in an emergency.
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Asset Management

Purpose

The purpose of the SPU Asset Management Policy is to establish the rules for the control of hardware, software,
applications, and information used by SPU.

The SPU Asset Management Policy applies to individuals who are responsible for the use, purchase, implementation,
and/or maintenance of SPU Information Resources

Asset inventories should be formally reconciled on no less than an annual basis; however, the shorter
the time between reconciliation, the better. The sooner that an asset can be identified as lost or stolen,
the sooner a response can be initiated.

Hardware, Software, Applications, and Data

e All hardware, software and applications must be approved by SPU IT.

e Installation of new hardware or software, or modifications made to existing hardware or software must
follow approved SPU procedures and change control processes.

e All purchases must follow the defined SPU Purchasing Policy.

e Software used by SPU employees, contractors and/or other approved third-parties working on behalf of
SPU, must be properly licensed.

e Software installed on SPU computing equipment, outside of that noted in the SPU Standard Software List,
must be approved by IT Management and installed by SPU IT personnel.

e Only authorized cloud computing applications may be used for sharing, storing, and transferring
confidential or internal information.

e The use of cloud computing applications must be done in compliance with all laws and regulations
concerning the information involved, e.g. personally identifiable information (PIl), protected health
information (PHI), corporate financial data, etc.

e Two-factor authentication is recommended for external cloud computing applications with access to any
confidential information for which SPU has a custodial responsibility.

e  Contracts with cloud computing applications providers must address data retention, destruction, data
ownership and data custodian rights.

e Hardware, software, and application inventories must be maintained continually and reconciled no less
than annually.

e Ageneral inventory of information (data) must be mapped and maintained on an ongoing basis.

e All SPU assets must be formally classified with ownership assigned.

e Maintenance and repair of organizational assets must be performed and logged in a timely manner and
managed by SPU IT Management.

e SPU assets exceeding a set value, as determined by management, are not permitted to be removed from
SPU's physical premises without management approval.

e All SPU physical assets exceeding a set value, as determined by management, must contain asset tags or a
similar means of identifying the equipment as being owned by SPU.
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e If a SPU asset is being taken to a High-Risk location, as defined by the FBI and Office of Foreign Asset
Control, it must be inspected and approved by IT before being taken offsite and before reconnecting to
the SPU network.

e Confidential information must be transported either by an SPU employee or a courier approved by IT
Management.

e Upon termination of employment, contract, or agreement, all SPU assets must be returned to SPU IT
Management.

Backups

e The frequency and extent of backups must be in accordance with the importance of the information and
the acceptable risk as determined by the information owner.

e The SPU backup and recovery process for each system must be documented and periodically reviewed.

e The vendor(s) providing offsite backup storage for SPU must be formally approved to handle the highest
classification level of information stored.

e  Physical access controls implemented at offsite backup storage locations must meet or exceed the
physical access controls of the source systems. Additionally, backup media must be protected in
accordance with the highest SPU sensitivity level of information stored.

e A process must be implemented to verify the success of the SPU electronic information backup.

e Backups must be periodically tested to ensure that they are recoverable.

e  Multiple copies of valuable data should be stored on separate media to further reduce the risk of data
damage or loss.

e  Procedures between SPU and the offsite backup storage vendor(s) must be reviewed at least annually,
preferably as part of a Disaster Recover (DR) Plan

e  Backups containing confidential information must be encrypted.

e Backup tapes must have at a minimum the following identifying criteria that can be readily identified by
labels and/or a bar-coding system:

o System name
o Creation Date
o Sensitivity Classification
o SPU Contact Information

Change Management

e Change documentation must include, at a minimum:

Date of submission and date of change,

Include Owner and custodian contact information,
Nature of the change,

Change requestor,

Roll-back plan, if appropriate

Change approver,

Change implementer, and

0O O O O O O O

An indication of success or failure, after the change is completed
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e Changes with a significant potential impact to SPU Information Resources must be scheduled.

e SPU Information Resource owners must be notified of changes that affect the systems they are
responsible for.

e Authorized change windows must be established for changes with a high potential impact.

e Changes with a significant potential impact and/or significant complexity must have usability, security,
and impact testing and back out plans included in the change documentation.

e Change control documentation must be maintained in accordance with the SPU Information Retention
Schedule.

e Changes made to SPU customer environments and/or applications must be communicated to customers,

in accordance with governing agreements and/or contracts.

e All changes must be approved by the Information Resource Owner, Director of Information Technology,
or Change Control Board (if one is established).

e Emergency changes that require an immediate implementation (i.e. break/fix, incident response, etc.)
may be implemented without following the formal change control process, but may not circumvent
documentation requirements, even if documented after the change.

Cloud Service Providers

Purpose:

This policy is provided to define and describe cloud computing, discuss compliancy, detail security and
privacy, and provide general recommendations. Cloud computing is the practice of using a network of
remote servers hosted on the Internet to store, manage, and process data, rather than a local server or a
personal computer. Common examples of cloud computing applications are OneDrive, SharePoint,
Dropbox, Facebook, Google Drive, Salesforce, and Box.com, canva.com.

With many local government organizations looking for ways to attain greater efficiency while grappling
with reduced budgets, the idea of cloud computing to maintain data and applications is viable
business solution. But the unique security and legal characteristics of local government organizations
means any migration to cloud services may be challenging. Anytime the security of information

and transactions must be maintained, as it must be done with policy compliance concerns such as
HIPAA, DHS, IRS, CJIS, PCl and/or PII.

Definitions and Terms:
Cloud computing — A distributed computing model that permits on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services), software, and information.
Cloud subscriber — A person or organization that is a customer of a cloud
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Cloud client — A machine or software application that accesses a cloud over a network
connection,

perhaps on behalf of a subscriber

Cloud provider — An organization that provides cloud services

Cloud computing has become a popular and sometimes contentious topic of discussion for both
the private and public sectors. This is in part because of the difficulty in describing cloud
computing in general terms because it is not a single kind of system. The “cloud” spans a spectrum
of underlying technologies, configuration possibilities, service, and deployment models. Cloud
computing offers the ability to conveniently rent access to fully featured applications, software
development and deployment environments, and computing infrastructure assets - such as
network-accessible data storage and processing from a cloud service provider.

One of the benefits of cloud computing is the ability to outsource many of the technical functions
agencies may not want to perform for various reasons. Ultimately, the move to cloud computing
is a business and security risk decision in which the following relevant factors are given proper
consideration:

a. readiness of existing applications for cloud deployment

b. transition costs

c. life-cycle costs

d. maturity of service orientation in existing infrastructure

e

security and privacy requirements — federal, state, and local
Cloud Data Security

e Only authorized cloud computing applications may be used for sharing, storing, and transferring
confidential or internal information.

e The use of cloud computing applications must be done in compliance with all laws and regulations
concerning the information involved, e.g. (PCI, HIPAA, CJIS, PlI, etc).

e  Two-factor authentication is recommended for external cloud computing applications with access to any
confidential information for which SPU has a custodial responsibility.

e  Contracts with cloud computing applications providers must address data retention, destruction, data
ownership and data custodian rights.
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Encryption Policy

Purpose

The purpose of the Encryption Policy is to establish the rules for acceptable use of encryption technologies
relating to SPU’s Information Resources.

Policy

1. All encryption technologies and techniques used by SPU must be approved by SPU IT
Department.

2. SPU IT Department is responsible for the distribution and storage of all encryption keys.

3. All use of encryption technology should be managed in a manner that permits properly
designated SPU personnel to promptly access all data, including for purposes of investigation
and business continuity.

4. Only encryption technologies that are approved, managed, and distributed by SPU IT may be
used in connection with SPU Information Resources.

5. SPU IT Department will create and publish the SPU Encryption Standards, which must include, at

a minimum:
a. The type, strength, and quality of the encryption algorithm required for various levels of
protection.

b. Key lifecycle Department, including generation, storing, archiving, retrieving,
distributing, retiring, and destroying keys.
6. All SPU information classified as confidential must be encrypted when:
a. Transferred electronically over public networks.
b. Stored on mobile storage devices.
c. Stored on laptops or other mobile computing devices.
d. Atrest.
7. The use of proprietary encryption algorithms is not permitted, unless approved by SPU IT
Department
8. The use of encryption for any data transferred outside of the United States must be formally
approved by SPU IT Department prior to transfer.
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SPU Encryption Standards (as of July 2025):

Whenever possible:

Firewall VPN’s: AES-128 (preferably AES-256)
IPSec: IKEv2

HTTPS: TLS 1.2

SSL Certs: RSA-2048
WiFi:
Minimum: WPA2 (Preferably WPA3)

Preferable:

At Rest Data Encryption: Bitlocker or similar
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Human Resource Onboarding and Terminations

Onboarding

Preparing new hires for their jobs takes many steps, and many of them set the entire tone for your
employer/employee relationship going forward. Using an onboarding checklist lets you tick those steps
off your to-do list as you go so you don’t omit crucial items during those first busy days, weeks and
months. Let’s take a comprehensive look at the topic of onboarding so you know what the process
entails and what steps to include on your onboarding checklist.

Terminations

Hiring managers should inform HR promptly when termination occurs. As soon as possible, HR should
send a list summarizing termination and instruct IT to suspend their access within the requested amount
of business days. For any High-Risk Terminations, this should be done immediately.

As much as possible, these steps should be triggered by automation and should not require manual
intervention.

Removing access is especially important for any members of the IT and security staff. Users often have
network-wide access and could make quickly make significant changes in the environment very quickly.
Revoking their access from all systems immediately upon termination is critical.

Role Changes

When an employee changes roles within the organization, their account access and permission levels
should change accordingly. Too often, when users get promoted within the organization, they retain
access rights from their previous position, which may be excessive or inappropriate for their new job.
Like the onboarding process, hiring managers should inform HR of any role change. Then HR and IT will
follow the same steps for onboarding and offboarding to provision new access.

Onboarding/Role Change/Termination Checklists
HR and IT should develop an Onboarding/Role Change/Termination Checklist to document these steps
and ensure access control is granted/changed and terminated in a consistent and effective manner.

Identity Management

The purpose of this procedure is to ensure that the SPU IT Department can identify each unique user
who is authorized to access SPU Data through any of the SPU Data Systems that the SPU IT Department
uses. The second purpose of this procedure is to prove that the unique person accessing SPU Data is
really them, by using authentication methods such as passwords, PINs, and other Multi-Factor
Authentication methods.
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SPU Data Systems:

The SPU’s Account Administrator for each application shall be responsible for adding new users and
disabling/deleting users once their access has been revoked.

Unigue Identification:
Usernames must be unique. They can take the form of a full name, email address, employee number, or
other unique alphanumeric identifier.

Authentication

Personnel are required to maintain the confidentiality of personal authentication information.

Any group/shared authentication information must be maintained solely among the authorized members
of the group.

Password history must be kept to prevent the reuse of passwords.

Unique passwords should be used for each system, whenever possible.

Where other authentication mechanisms are used (i.e. security tokens, smart cards, certificates, etc.) the
authentication mechanism must be assigned to an individual, and physical or logical controls must be in
place to ensure only the intended account can use the mechanism to gain access.

Stored passwords are classified as confidential and must be encrypted.

All vendor-supplied default passwords should be immediately updated and unnecessary default accounts
removed or disabled before installing a system on the network.

User account passwords must not be divulged to anyone. SPU support personnel and/or contractors
should never ask for user account passwords.

Security tokens (i.e. Smartcard) must be returned on demand or upon termination of the relationship with
SPU, if issued.

If the security of a password is in doubt, the password should be changed immediately.
Administrators/Special Access users must not circumvent the SPU Authentication Standard for the sake of

ease of use.
Users should not circumvent password entry with application remembering embedded scripts or hard
coded passwords in client software. Exceptions may be made for specific applications (like automated
backup) with the approval of the SPU IT Management.
With a password management system employed, it must be used in compliance with the SPU
Authentication Standard.
Computing devices should not be left unattended without enabling a password protected screensaver or
logging off of the device.
SPU IT Support password change procedures must include the following:

o authenticate the user to the helpdesk before changing password

o change to a strong password

o require the user to change password at first login.
In the event that a user’s password is compromised or discovered, the password must be immediately
changed, and the security incident reported to SPU IT support.
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Authentication Setup:
e Temporary Password for setup, then the user shall change it to a unique password of their own.

e  Where multifactor authentication is employed, user identification must be verified in person before
access is granted.
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Multi-Factor Authentication:

When accessing SPU data from an unsecure location, and using VPN Access, users should also use
Multi-Factor Authentication:

1.

Access the SPU systems via a VPN tunnel using the SPU provided VPN solution;

Human Resources and/or Department Head, determines business need for the use of the VPN
and level of access before a token can be issued;

VPN setup shall be carried out by IT Department

Each user shall get a unique VPN username and password;

Revocation shall be approved from Human Resources and/or Department Head, upon
termination, lost token (if applicable), or other reason(s);

VPN disablement shall be carried out by IT Department
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Incident Response Procedures

Refer to SPU’s IR Plan (or more recent version).

DRAFT SPU Incident Response Plan July 2025.docx

Log Management, SIEM, MDR & Security Alerts

SPU shall implement audit and accountability controls to increase the probability of authorized users
conforming to a prescribed pattern of behavior. SPU shall carefully assess the inventory of components
that compose their information systems to determine which security controls are applicable to the
various components. Auditing controls are typically applied to the components of an information system
that provide auditing capability (servers, etc.) and would not necessarily be applied to every user-level
workstation within the SPU. As technology advances, more powerful and diverse functionality can be
found in such devices as personal digital assistants and cellular telephones, which may require the
application of security controls in accordance with the SPU assessment of risk.

SPU’s information system shall generate audit records for defined events. These defined events include
identifying significant events which need to be audited as relevant to the security of the information
system. SPU shall specify which information system components carry out auditing activities. Auditing
activity can affect information system performance and this issue must be considered as a separate
factor during the acquisition of information systems. SPU’s information system shall produce, at the
application and/or operating system level, audit records containing sufficient information to establish
what events occurred, the sources of the events, and the outcomes of the events. SPU shall periodically
review and update the list of SPU-defined auditable events. In the event SPU does not use an automated
system, manual recording of activities shall still take place.

Audit Log Criteria
The following events shall be logged:

1. Successful and unsuccessful system log-on attempts.

2. Successful and unsuccessful attempts to use:
a. access permission on a user account, file, directory or other system resource;
b. create permission on a user account, file, directory or other system resource;
c. write permission on a user account, file, directory or other system resource;
d. delete permission on a user account, file, directory or other system resource;

e. change permission on a user account, file, directory or other system resource.
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3. Successful and unsuccessful attempts to change account passwords.

4. Successful and unsuccessful actions by privileged accounts (i.e. root, Oracle, DBA, admin,
etc.).

5. Successful and unsuccessful attempts for users to:

a. access the audit log file;

b. modify the audit log file;

c. destroy the audit log file.

The following content shall be included with every audited event:
1. Date and time of the event.

2. The component of the information system (e.g., software component, hardware component)
where the event occurred.

3. Type of event.
4. User/subject identity.

5. Outcome (success or failure) of the event.

Response to Audit Processing Failures
SPU’s information system shall provide alerts to appropriate SPU officials in the event

of an audit processing failure. Audit processing failures include, for example: software/hardware
errors, failures in the audit capturing mechanisms, and audit storage capacity being reached or

exceeded.

Audit Monitoring, Analysis, and Reporting
The responsible management official shall designate an individual or position to review/analyze

information system audit records for indications of inappropriate or unusual activity, investigate
suspicious activity or suspected violations, to report findings to appropriate officials, and to take
necessary actions. Audit review/analysis shall be conducted at a minimum once a week. The
frequency of review/analysis should be increased when the volume of and SPU’s processing
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indicates an elevated need for audit review. SPU shall increase the level of audit monitoring
and analysis activity within the information system whenever there is an indication of increased
risk to SPU operations, SPU assets, or individuals based on law enforcement information,

intelligence information, or other credible sources of information.

Time Stamps
SPU’s information system shall provide time stamps for use in audit record generation. The

time stamps shall include the date and time values generated by the internal system clocks in the

audit records. SPU shall synchronize internal information system clocks on an annual basis.

Protection of Audit Information
SPU’s information system shall protect audit information and audit tools from modification,

deletion and unauthorized access.

Audit Record Retention
SPU shall retain audit records for at least one (1) year. Once the minimum retention time

period has passed, SPU shall continue to retain audit records until it is determined they are

no longer needed for administrative, legal, audit, or other operational purposes.

Media Protection

The purpose of this procedure is to protect SPU Data that may be found on computer and
server hard drives, removable storage devices (e.g. USB drives or flash drives, mobile tablets or
laptops and smartphones). For the same reason that if you delete a file by accident, you can
often recover it using data recovery software, also makes it difficult to truly destroy protected
data when disposing of these devices.

Definition of Removable Media:
Media includes computer hard drives, SAN or NAS media, removable storage USB drives,
backup tapes, Multi-Function Printer hard drives, Printer hard drives, CDs, and floppy disks.
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Policies concerning the Protection of Removable Media:

The use of removable media for storage of spu Information must be supported by a
reasonable business case.

All removable media use must be approved by SPU IT Department prior to use.

Personally owned removable media use is not permitted for storage of SPU information.
Users are not permitted to connect removable media from an unknown origin, without
prior approval from SPU IT Department.

Confidential and internal SPU information should not be stored on removable media
without the use of encryption.

The loss or theft of a removable media device that may have contained SPU information
must be reported to the SPU IT Department.

SPU will maintain inventory logs of all media and conduct media inventories at least
annually.

The transfer of information to removable media will be monitored.

All staff that handles paper media that contains SPU Data shall ensure that these
documents are stored in Secured Locations so that people that are not authorized to
handle the SPU Data cannot access it;

Any loss or theft of Paper Media and/or Mobile Devices shall be immediately reported
to the SPU IT Department.

Encryption for Devices in Unsecure Locations:
Any device that contains SPU Data must be encrypted if it is in an unsecure location. The SPU IT
Department shall accomplish this in the following manners:

Servers / Workstations
Mobile Devices — shall use hard drive encryption [e.g. BitLocker].
Smartphone or Mobile Tablets shall use an MDM solution [ e.g. Meraki or MS InTune].

Media Destruction & Re-Use:

Media that may contain confidential or internal information must be adequately
obscured, erased, destroyed, or otherwise rendered unusable prior to disposal or reuse.
All decommissioned media must be stored in a secure (locked) area prior to destruction.
All information must be destroyed when no longer needed, included encrypted media.
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e SPU IT shall sanitize, that is, overwrite at least three times or degauss digital media prior
to disposal or release for reuse by unauthorized individuals. Inoperable digital media
shall be destroyed (cut up, shredded, etc.).

e SPU IT shall maintain written documentation of the steps taken to sanitize or destroy
electronic media.

e SPU IT shall ensure the sanitization or destruction is witnessed or carried out by
authorized personnel.

e SPU IT Department shall consult NIST Guidelines for Media Sanitation for further
information:
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
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Mobile Devices

The purpose of this procedure is to give the SPU IT Department the necessary procedure needed when
dealing with mobile devices such as iPads, tablets, mobile laptops, MDCs, and other similar mobile
devices that contain or access SPU Data.

General Mobile Security Controls:

At a minimum, all mobile devices shall have the same security controls as non-mobile devices that are
connected to the SPU Network via physical connect (e.g. Ethernet cable). In addition, there will be
additional controls or limitations, based on the nature of the non-physical connection type.

Mobile Hot Spots:
Isolated Mobile Hotspots (e.g. Verizon MiFi) that provide isolated internet cellular access, shall
implement all Mobile Device Security Controls, whenever possible.

Tethered Mobile Hot Spots ( e.g. a laptop wired to a SPU network, that also allows 802.11 connections
through the laptop to the SPU Network) shall have these additional Security Control in place, whenever
possible:

Enable encryption on the hotspot, WPA-2 or stronger.

Change the hotspot’s default SSID

Ensure the hotspot SSID does not identify the device make/model or SPU ownership
Create a wireless network password (Pre-shared key) consistent with the Wireless 802.11
requirements described above;

PwWwNPE

4

Enable the hotspot’s port filtering/blocking features if present; and

o

Only allow connections from SPU controlled devices

Mobile Device Management (MDMs) and Compensating Controls:
Use an MDM Solution for securing your mobile devices that handle SPU Data, whenever possible. When
doing so, the MDM should handle as many of the following items as possible:

Remote locking of device;

Remote wiping of device;

Setting and locking device configuration;

Detection of “rooted” and “jailbroken” devices;
Enforcement of folder or disk level encryption;
Application of mandatory policy settings on the device;
Detection of unauthorized configurations;

Detection of unauthorized software or applications;

© NPV A wN e
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9. Ability to determine the location of SPU controlled devices;
10. Automatic device wiping after a specified number of failed access attempts.
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Network Security

e SPU IT Department owns and is responsible for the SPU network infrastructure and will continue
to manage further developments and enhancements to the infrastructure.

e To provide a consistent network infrastructure capable of leveraging new networking
developments, all cabling must be installed by SPU IT Department or an approved contractor.

e Information security requirements must be included in any new information system or
enhancements to the existing system.

e Appropriate technical solutions must be implemented to protect Confidential information from
unauthorized transfer, modification, or disclosure (i.e. next-gen firewalls, IDS/IPS, DLP).

e A map or diagram of the network and data flow, including external connections, must be
maintained. This map or diagram must be updated after any changes to the network occur. This
diagram should be reviewed every 6 months to ensure it continues to represent the network
architecture

o All systems on the network must be authenticated. Connections to the network must be
authorized by IT Department.

e All hardware connected to the SPU network is subject to SPU IT management and monitoring
standards.

e Resource usage should be monitored to ensure the required system performance.

e Information processing facilities must address redundancy sufficient to meet availability
requirements.

e Changes to the configuration of active network management devices must be made according
to the Change Control Policy.

o The SPU network infrastructure supports a well-defined set of approved networking protocols.
Any use of non-sanctioned protocols must be approved by SPU IT Management.

e All connections of the network infrastructure to external third-party networks are the
responsibility of SPU IT Department.

e Groups of information services, users and information systems must be segregated on the
network. The perimeter of each domain should be well defined and based on the relevant
security requirements.

o Network devices must be installed and configured following SPU implementation standards.

e The use of departmental network devices is not permitted without the written authorization
from SPU IT Management.

e Non-IT Department Personnel are not permitted to access or alter existing network hardware in
any way.
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Patch Management:

1. Applications and Network devices shall be patched on a monthly basis (or as close to monthly as
possible);

2. Wherever possible, patches shall be installed in a test environment first with the ability to roll
back if it breaks the OS or any application;

3. Regular scans should be run to detect missing updates. Patch management software should be
reviewed for missing updates.

4. A patch management that is handled by their trusted third party Managed Service Provider,
shall be used to centrally manage the patching of all devices;

5. Additional patching shall occur when warranted by a critical vulnerability or results of a
vulnerability assessment;

Personally Identifiable Information (Pll)

The purpose of this procedure is to ensure that SPU protects the Personally Identifiable Information (Pll)
that resides in its data stored in computer systems.

For the purposes of this document, Pll is information which can be used to distinguish or trace an
individual’s identity, such as name, social security number, or biometric records, alone or when
combined with other personal or identifying information which is linked or linkable to a specific
individual, such as date and place of birth, or mother’s maiden name. Any provided data maintained
by SPU, including but not limited to, education, financial transactions, medical history, and criminal
or employment history may include PII. .

The SPU shall ensure that the following Security Controls are in place:
1. Access to Pll shall be restricted by “need only” basis;
2. Access Control and Authentication Policies to Pll shall be the same as required by the Access
Control and Authentication Procedure.

For Additional Requirements for Minnesota Statutes on Personal Identifiable Information (PII):
https://www.revisor.mn.gov/statutes/cite/325e.61
https://www.revisor.mn.gov/statutes/2018/cite/325E.59
https://www.revisor.mn.gov/statutes/cite/13

What data is PII?
Any combination of two or more of the following items can be used to compromise a person’s identity:

e Name

¢ DOB/Place of Birth

* Home Address/Telephone Number/Email Address
¢ Social Security Number
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¢ Financial Data

¢ Employment History

* Mother’s Maiden Name

e Driver’s License Number

¢ Vehicle License Number

¢ Non Public Photos

e Fingerprints, DNA, Iris Scans
¢ Health Information

¢ Criminal History

Physical Security

Purpose

Physical security keeps SPU employees, facilities, and assets safe from real-world threats. These threats
can arise from internal or external intruders that question data security. Physical attacks can cause a
safe area to break into or the invasion of a restricted area part.

General

Physical security systems must comply with all applicable regulations including but not limited to building
codes and fire prevention codes.

Physical access to all SPU restricted facilities must be documented and managed.

All Information Resource facilities must be physically protected in proportion to the criticality or
importance of their function at SPU.

Access to Information Resources facilities must be granted only to SPU support personnel and contractors
whose job responsibilities require access to that facility.

All facility entrances, where unauthorized persons could enter the premises, must be controlled.

Secure areas must be protected to reduce the risks from environmental threats and hazards, and
opportunities for unauthorized access. This includes:

o information processing facilities handling confidential information should be positioned carefully
to reduce the risk of information being viewed by unauthorized persons during their use;
controls should be adopted to minimize the risk of potential physical and environmental threats;
environmental conditions, such as temperature and humidity, should be monitored for
conditions which could adversely affect the operation of information processing facilities.

Directories and internal telephone books identifying locations of confidential information processing
facilities should not be readily accessible to anyone unauthorized.

Equipment must be protected from power failures and other disruptions caused by failures in utilities.
Restricted access rooms and locations must have no signage or evidence of the importance of the
location.

All Information Resources facilities that allow access to visitors will track visitor access with a sign in/out
log.
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Card access records and visitor logs for Information Resource facilities must be kept for routine review
based upon the criticality of the Information Resources being protected.

Visitors in controlled areas of Information Resource facilities must be accompanied by authorized
personnel at all times.

Personnel responsible for Information Resource physical facility management must review access records
and visitor logs for the facility on a periodic basis and investigate any unusual access.

Access Cards

The process for granting card and/or key access to Information Resource facilities must include the
approval of a member of the IT Department.

Each individual that is granted access rights to an Information Resource facility must sign the appropriate
access and non-disclosure agreements.

Access cards and/or keys must not be shared or loaned to others.

Access cards and/or keys that are no longer required must be returned to personnel responsible for
Information Resource physical facility management. Cards must not be reallocated to another individual,
bypassing the return process.

Lost or stolen access cards and/or keys must be reported to the person responsible for Information
Resource physical facility management physical security administrator as soon as possible.

IT Department must remove the card and/or key access rights of individuals that change roles within SPU
or are separated from their relationship with SPU.

IT Department must review card and/or key access rights for the facility on a periodic basis and remove
access for individuals that no longer require access.

Housekeeping

No combustible materials are to be stored in the Critical IT Space.

Equipment racks cannot be used for storage.

Notes and/or miscellaneous papers or network documentation cannot be taped to walls or
racks.

Parts and other items that need to be in the Critical IT Space must be stored in an enclosed
cabinet.

Cabling Security

e Cabling, Racks and equipment are clearly labeled.
e Cabling in public hallways is concealed in ceiling or covered and protected by conduit
e All cabling in Critical IT Space is routed neatly in overhead ladder trays, where available, or
neatly otherwise.
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All cabling in cabinets/racks is neatly routed along the side of the cabinet/rack.

All abandoned and/or unused cabling is removed when a piece of equipment is removed or
decommissioned.

If cable locking racks is not feasible, a camera is set up to monitor each aisle 24x7x365
cabling suppliers, cabling installation and authorized installers are approved by management
and have the appropriate background checks in place

Surveillance Cameras and Recording Equipment

Cameras monitoring the Critical IT Space must have a full coverage view of the infrastructure.
Full coverage means there is no reasonable way an individual can move through the equipment
without being seen by the monitoring system.

The cameras must be monitored on a 24x7x365 basis by [video administrator]

The cameras must record whenever they sense motion in the Critical IT Space. These recordings
must be kept for a minimum of 45 days.

If there is a need to take photos or videos of the Critical IT Space, there must be documented
pre-approval. The pre-approval must come from ITS FTS management. Approval will only be
granted for valid business justifications. Additional, documented approval is required to publish
these photos or videos. This approval must also come from ITS FTS management.

Maintenance & Utility Systems

Maintenance of Critical IT Space should be documented.

Sensors for Environmental controls should be installed and monitored including: temperature,
humidity, and water sensors

Any water presence in a Critical IT Space that is noticed should be recorded and a ticket
submitted to the correct responsible group.

Cleaning schedule is maintained.

Food and drink are not permitted in the Critical IT Space.

An assurance check is performed on a quarterly basis to ensure all Minimum Physical Security
Standards for Highly Critical IT Spaces are in place.

Lighting is adequate to ensure activities can be performed safely.

All physical safety and emergency procedures are visibly posted.

Maintenance contractors and personnel have to be authorized and approved by management
and have the appropriate background checks in place.

Other Misc. Physical Security

All entrances to the Critical IT Space must have a sign that states this a “Authorized Personnel
Only.”
A sign must be posted stating no photography or video permitted without consent.
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e Asign must be posted stating that no food or drink is permitted in the Critical IT Space.

e All power sources are clearly labeled.
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Remote Access

10.

All remote access connections to the SPU networks will be made through the approved remote
access methods employing data encryption and multi-factor authentication.

Remote users may connect to the SPU networks only after formal approval by the requestor's
manager or SPU Management.

Users granted remote access privileges must be given remote access instructions and
responsibilities.

Remote access to Information Resources must be logged.

Remote sessions must be terminated after a defined period of inactivity.

A secure connection to another private network is prohibited while connected to the SPU
network unless approved in advance by SPU IT management.

Non-SPU computer systems that require network connectivity must conform to all applicable
SPU IT standards and must not be connected without prior written authorization from IT
Management.

Remote maintenance of organizational assets must be approved, logged, and performed in a
manner that prevents unauthorized access.

If privately-owned teleworking equipment use is permitted, document policies and procedures
to prevent disputes concerning rights to intellectual property developed on privately-owned
equipment.

Confidential conversations should only take place in controlled environments. Ensure that
personnel are reminded regularly to not have confidential conversations in public places or over
insecure communication channels, open offices, and meeting places.

System Configuration

These policies apply to SPU owned devices. Personal devices, with or without SPU MDM security
software, will be addressed in the SPU’s future BYOD Policy.

Malicious Code and Spyware Protection:

1.

o v kW

All devices on the SPU network, or connecting to the SPU network, shall have endpoint
protection against malicious code (typically referred to as Anti-Virus Software);

Common sense precautions should be taken. Users shall practice caution when visiting websites,
downloading files and opening email attachments. Also, users shall not change their system’s
configuration or take other steps to defeat virus protection devices or systems.

Anti-Virus software shall be kept updated with automatic updates;

Anti-Ransomware monitoring shall also be in place for the network;

Host and/or network-based Intrusion Protection Software/application

Security Alerts shall be setup to alert the SPU IT Department when malware is detected
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Email Security:

1.

LN U A

11.

12.

13.
14.

Email is to be processed through antivirus/malware filtering software before being delivered to
the SPU’s.

Anti-SPAM software shall be used to filter incoming email systems used by devices in a SPU
network (i.e. ProofPoint or 0365 SPAM filtering service);

Emails with common attachments known to carry viruses/malware, e.g. .exe, must be
eliminated from the email.

Outbound SMTP email must be eliminated from all non-email servers.

Email servers must be tested and verified that open relay is shut off on the server.

Email being sent cannot violate any Federal or State laws.

Web access to SPU’s email systems must utilize SSL certificates for encryption.

Email should be filtered through an email filtering product to help eliminate SPAM email

Web access to SPU’s email systems should utilize an SSL certificate from a vendor that is in the
default CA list of a home user’s browser.

. Add DNS TXT SPF (Sender Policy Framework) records to limit forged spam effects.

Add DNS TXT DKIM (Domain Keys Identified Mail) and Configure DKIM Encryption Keys /
Selector records to limit forged spam effects.

Implementation of Domain based Message Authentication, Reporting and Conformance
(DMARC).

Where possible, MFA for email web access should be utilized.

Internet email web access servers installed at the SPU site should be installed in a DMZ to help
protect the internal network environment.

Database Access and Database Password Management:
All SQL database users must have passwords defined. All DBA user passwords must conform to the

system-

level password requirements. All DBA passwords are only to be known by the IT staff and DBAs.

Database administrators must have separate users and passwords defined for tracking purposes.

All client database users’ passwords must conform to the previously listed password requirements.

SNMP:

SNMP (Simple Network Management Protocol) is used on all network devices for monitoring of
resources and preventative maintenance. Community strings serve as access passwords in SNMP. The

following is a list of procedures regarding the management of this resource:

1.
2.
3.
4

5.
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Community strings must conform to the system-level password requirements, except as listed
below.

Community strings must be different from the passwords used to log in to the devices.

A keyed hash must be used where available (e.g., SNMPv3).

SNMPv2 or higher shall be used

Community strings must be changed on a yearly basis or upon separation of an IT staff SPU.
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6. SNMP access must be configured to only devices that do the monitoring on the network.
7. The SNMP service should be configured to only accept connections from IT or authorized SNMP
management devices.

Additional Windows Security:

1. Disable GUEST account access in domain policy.

2. Setup hidden shares when possible.

3. Setup group access to directories and remove access to the groups of EVERYONE, DOMAIN
USERS.

4. Mobile devices containing confidential information should use whole-disk encryption,
preferably pre-boot authentication

5. Setup a login banner to clarify that access to the system is for authorized users only and may
be monitored.

6. Disable or rename the default AdminS, CS and DS shares when possible.

7. Use Center for Internet Security (CIS) operating system hardening guidelines.

8. Install all security patches within two weeks of release date.

9. Track and update non-Microsoft user applications when security patches are released.

10. Enable the Windows or third-party firewall to block unexpected incoming traffic

11. Purge workstation magnetic hard drives by overwriting all disk space with binary zeros or
random data (not just formatting), using a drive’s internal whole-disk Secure Erase function, or
degaussing.

12. Purge solid state drives by overwriting all disk space twice with binary zeros or random data
(not just formatting), or physically destroy.

13. Only grant administrator rights access to users who require it to perform their job functions.
14. Disable inactive user accounts which have not been used in over 90 days, unless required.
15. Disable vulnerable cryptographic protocols (SSLv2, SSLv3, TLS 1.0, TLS 1.1) on servers
(especially DMZ web servers)

16. Configure RDP on server: Force NLA and/or SSL signed by SPU CA, Set encryption to High.
17. Remove “Anonymous Logon” from the Active Directory “Pre-Windows 2000 Compatible
Access” group, to help limit Active Directory read access to internal users.

Change Management and Major Change Controls:

A change management procedure shall be utilized to make authorized changes to the SPU’s network
environment. This procedure shall include documentation and formal approval of all changes. These
items include, but not limited to, firewalls, routers, network switches, wireless controllers, access points,
security appliances, directory services, servers, virtualization environments, storage devices (e.g. SANS),
Voice over Internet Protocol (VolP) systems, computers, mobile devices, and smartphones.
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Vulnerability Management:

1. External Vulnerability Scans shall be conducted Monthly to detect firewall misconfigurations and
high-risk ACL’s.

2. Internal Vulnerability Scans shall be run Quarterly to detect unpatched systems

3. External Web Application Scans shall be run Quarterly on critical web sites including:

4. External Web Application Scans shall be run annually on critical web sites including:

These scans will require scan notification to each third party host.

5. Failed Vulnerability scan results rated at Critical or High (and some Medium external) will be
remediated and re-scanned until all Critical and High risks are resolved.
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Wireless Security

802.11 Wireless Protocols:

If the SPU Network has 802.11 Wireless Network access, then the following controls shall be
implemented:

10.
11.

12.

13.

14.

Perform validation testing to ensure rogue APs (Access Points) do not exist in the 802.11
Wireless Local Area Network (WLAN) and to fully understand the wireless network security
posture;

Maintain a complete inventory of all Access Points (APs) and 802.11 wireless devices within
the wireless controller;

Place APs in secured areas to prevent unauthorized physical access and user manipulation;

Enable user authentication and encryption mechanisms for the management interface of
the AP, via Active Directory integration, whenever possible;

Ensure that all APs have strong administrative passwords and ensure that all passwords are
changed from their defaults upon installation;

Ensure the reset function on APs is used only when needed and is only invoked by
authorized personnel. Restore the APs to the latest security settings, when the reset
functions are used, to ensure the factory default settings are not utilized;

Enable all security features of the wireless product, including the cryptographic
authentication, IP Privacy, firewall, and other available privacy features;

Ensure that encryption key sizes are at least 128-bits and the default shared keys are
replaced by unique keys, preferably via Active Directory authentication;

Ensure that the ad hoc mode has been disabled;
Disable all nonessential management protocols on the AP’s;

Ensure all management access and authentication occurs via FIPS compliant secure
protocols (e.g. SFTP, HTTPS, SNMP over TLS, etc.). Disable non-FIPS compliant secure access
to the management interface;

Enable logging (if supported) and review the logs on a recurring basis per local policy. At a
minimum logs shall be reviewed monthly;

Insulate, virtually (e.g. virtual local area network (VLAN) and ACLs) or physically (e.g.
firewalls), the wireless network from the operational wired infrastructure. Limit access
between wireless networks and the wired network to only operational needs;

When disposing of access points that will no longer be used by the SPU, clear access point
configuration to prevent disclosure of network configuration (keys, passwords, etc).
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Shakopee Public Utilities (SPU) Information Security Incident Response Plan
Draft: July 9, 2025
Approved: TBD

Purpose: This plan is to serve as guidance in the handling of a potential information security
incident at SPU. A formal incident response plan is an industry best practice and is required for
the Minnesota Department of Health (MDH) for their public water system compliance but can
be used for any other cybersecurity Incident in SPU.

Roles: The SPU Security Policy requires all personnel to report suspected breaches of SPU
security. These potential security incidents must be immediately reported to SPU IT Director or
your appropriate Manager for investigation.

Communication: Internal communication should be limited to appropriate staff during the
incident to not compromise the investigation. Communication with outside entities regarding
the incident must be approved by SPU Management, except for 911 for immediate danger to
lives.

Incident Response Procedure: SPU Incident Response adopts a high-level process like SANS
guidelines and NIST 800-61: Prepare (already done), Identify (verify it is a security incident),
Contain (remove device from the network & backup), Eradicate / Recover (remove malware or
restore from system backup and prevent re-occurrence), and Lessons Learned (improve future
responses or security). These processes are detailed in the template below.

NIST: http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

DRAFT Last Updated: July 2025



Shakopee Public Utilities (SPU) Incident Response Guideline Template

Start Date:

Description of Incident:

Step 1: Identify
Overview: This process must be followed if staff suspects a security incident has occurred and is used to notify and identify the
type of incident that occurred.

# | Step Handler Date Time Actions Taken

1 | If there is immediate danger to lives, dial 911
and then notify SPU IT Director, or your
immediate Manager who will notify the IT
Director.

2 | The IT Director will assign staff to assess the

potential security incident* and determine if
it is a security incident or if it is an unrelated

event such as user error.

3 | If the report was not a security incident, no
further work is needed, otherwise document
the results of the investigation in a help desk
ticket assigned to the IT Director.

4 | The IT Director will communicate with the
appropriate SPU staff that an investigation is
being conducted.

*  Note that some security devices produce a large number of suspicious event alerts, in which case it may be prudent for the incident
handler to recommend the device be further tuned instead and only proceed if there is a reasonable likelihood of an incident
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Step 2: Contain

Overview: Remove device from network, communicate outside, and backup

further action should be taken on the system until
the Credit Card brands listed in the appendix and
the US Secret Service have been notified by
Management, and we have been given further
instructions from the Credit Card brands (e.g. Visa,
MC) listed in the appendix.

# | Step Handler Date Time Actions Taken

1 | The IT Director will assign the appropriate staff to
perform containment of the security event

2 | The assigned staff will disconnect the compromised
device/s from SPU network.

3 | If Credit Card (PCI) data was likely compromised, the
system affected must not be powered down per PCI
Payment Brand procedures (referenced in appendix).

4 | Research how the incident occurred and perform the
following steps to further contain it:

A Make appropriate firewall/access list changes to
restrict the ability for the threat to further
compromise the systems.

.B Any passwords that were potentially compromised
should be changed as appropriate.

5 | Outside notification should be reviewed by
Management consulting with HR and Legal, as listed
below and detailed in the Appendix.

A If Credit Card (PCl) data was likely compromised, no
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If citizen data is compromised, Management should
be alerted to handle communication with the
citizens as appropriate.

Back up the data for evidence by swapping out a
mirrored drive or running a backup on the device if
this incident is likely to result in a court case or if
additional research is needed. If the incident is
malware on a workstation not exposing Restricted
data, a backup does not need to be done.

Start a “chain of evidence” form detailing how the
evidence was stored, who had access, how used, and
when.

Keep the evidence locked and only work with copies
of the evidence.

If a Mobile Device is involved, and is managed by a
Mobile Device Management (MDM) solution, the
device shall be locked or wiped in order to protect
the protected data that may be store on that device.
This shall be done rapidly given the higher risk
mobile devices may pose.

Step 3: Eradicate / Recover

Overview: Clean the system or rebuild/restore from a clean backup, prevent reoccurrence

occurrence.

# | Step Handler Date Time Actions Taken
1 | Determine the root cause of incident.
2 | Clean the system or rebuild/restore from
backup as appropriate.
3 | Apply fixes for root cause to prevent re-
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4 | Evaluate applying fix to prevent similar
occurrences elsewhere if appropriate.

5 | Monitor SPU for similar events.

6 | For a major incident (e.g. web defacement,
etc), Management must approve whether
the systems go back online. This will be
determined if Management is satisfied that
the root cause is determined and resolved.

7 | Review and monitor systems for
reoccurrence.

Step 4: Lessons Learned
Overview: Formally document incident and make future recommendations

# | Step Handler Date Time Actions Taken

1 | Forincidents involving restricted data (PClI,
SCADA, PIl), complete the reporting required
by the outside entities, to be sent by
Management after consulting HR/Legal.

2 | For a major incident (e.g. web defacement,
etc) a formal document of the incident
should be written up and put in the file share
which includes the following:
o One to three paragraph summary with
screen shot if applicable
o Short background information on
system / environment
o Incident timeline, how discovered,
steps taken by who (this template)
o Future recommendations: Typically
involves possible changes to improve
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incident handling process or harden
the environment

2 | For a non-major incident put this form in the
SPU Incident Response file share, labeled
with the date and description.

3 | Review future recommendations with
Management to implement if appropriate.

Critical Contact Phone Numbers:

SPU IT Director
Philip Dubbe

SPU Network Administrator
Dan Pierre

SPU General Manager
Greg Drent

WATER-ISAC
1-866-426-4722

EI-ISAC
202-790-6000
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MS-ISAC (Security Operations Center)
866-787-4722

Minnesota Security Consortium
Dimitrios Hilton (vCISO Security Consultant)

218-955-3110 (option “0” for emergency assistance)
Chirs Krieger (Forensics)
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SHAKOPEE PUBLIC UTILITIES
MEMORANDUM

o~

TO: Greg Drent, General Manager %
Joseph Adams, Engineering Director

FROM: Ryan Halverson, Water Engineering Supervisor tﬂ
SUBJECT:  Approve an updated Nitrate Testing and Operations Policy

DATE: August 4, 2025

ISSUE

An update to the SPU Nitrate Testing and Operations Policy is necessary since organization
personnel changes have been made, and new production and storage facilities have been added to
the public water system since last adoption.

BACKGROUND

On May 2, 2005, the SPU Commission adopted a policy titled Water Department Testing and
Operational Procedures for Nitrates (See attachment A). This policy was created to memorialize
the testing schedules, operational protocols and response and reporting procedures of the
department to ensure that the water provided by SPU not only meets but exceeds all applicable
drinking water standards and regulations.

The Maximum Contaminant Level (MCL) for nitrate in drinking water, as established by the
Safe Drinking Water Act (SDWA), and adopted by both the US Environmental Protection
Agency and MN Department of Health is 10.0 mg/L.

Specifically of concern to the Commission in 2005, was the elevated nitrate levels related to
Wells 4, 5, 6 and 7 in the Normal Elevation Service Zone. While SPU wells were not over the

10.0 mg/L MCL, the Commission was sensitive to the elevated nitrate levels which ranged from
6.0 mg/L to 8.5 mg/L at the time.

When individual wells have elevated nitrate levels over the MCL, per Minnesota Department of
Health regulations, the well can be blended with other wells at the wellhead and before

—
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distribution to the system. The current SPU nitrate policy uses the practice of blending wells
prior to distribution, with the desired goal of providing water with nitrates below 5.0 mg/L,
which is 50% of the regulatory MCL.

Since the previous policy adoption, SPU has made organization chart changes with job titles,
responsibility and personnel changes occurring. These titles and roles need to be updated and
reflected in a new policy.

More importantly, SPU has added the following infrastructure:

Pump House 15 and Wells 15, 16 and 17 at the 17" Avenue Sports Complex
Pump House 20 and Wells 20 and 21 near the Shakopee High School

Pump House 23 and Well 23 at Windermere along Zumbro Ave

Booster Stations at River Valley, Valley Creek and Windermere

Ground Storage Tank 7 at Wood Duck Trail, elevated Storage Tank 8 at Windermere and
elevated Storage Tank 9 is under construction at Wood Duck Trail.

The infrastructure supporting Pump Houses 15 and 20, and the higher quality water pumped
from Wells 15, 16, 17, 20 and 21, which meets or exceeds all MCL levels established by SDWA
without treatment, have allowed staff to continue to operate in accordance with the current
nitrate policy.

During the recent construction of Well and Pump House 23, water quality samples were taken
from a test well before construction that showed desirable water quality test results, with nitrates
measured at 1.86 mg/L. However, after development of Well 23, slightly elevated nitrate levels
have remained during well production and initial testing, The average nitrate levels of all tests to
date from Well 23 is 6.45 mg/L.

Well 23 is currently the only well connected directly to Pump House 23 and not able to be
blended with other wells at the well head to get below the 5.0 mg/L nitrate level.

This scenario is not covered in the previously adopted nitrate policy, thus requiring a review and

update of the Nitrate Testing and Operations Policy, including the creation of a new and
temporary policy for Well 23.
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DISCUSSION

Nitrate Testing and Operations Policy
dated 8/4/2025 (See Attachment B)

Staff has revised and updated the proposed Nitrate Testing and Operations Policy for all SPU

wells. The previously adopted policy was used as the basis of this update with the following
changes:

e New job titles and roles were updated to include the General Manager, Director of Field
Operations and the Water Operations Supervisors.

® Operation Protocol was modified. Of importance, the first Action Level was increased
from a nitrate level of 4.99 mg/L and below to 5.99 mg/L and below. This allows
additional operational flexibility for the operators. This change is desired so the
operators aren’t required to take additional actions or reprogram SCADA steps/routines
for a single test over the 5.0 mg/L nitrate threshold. Nitrate test results can fluctuate. In
general, nitrate test results for SPU wells have decreased over time and the previous 2-
year average nitrate level for all wells in the Normal HES Zone is 3.67 mg/L. The
previous 2-year average nitrate level for all wells in the 1% HES Zone is 1.69 mg/L.

e New language was created for when sharp increases in nitrate test results occur at a well.
A nitrate level increase of 2.0 mg/L or greater will require additional testing and fall into
Emergency Operations scenario if the well isn’t able to be blended below the target
5.0 mg/L level.

e Lastly, the document was reformatted and tables for the testing schedule and internal
operations protocol were improved.

Nitrate Testing and Operations Policy (Well 23 Only)
dated 8/4/2025

SPU engaged an engineering consultant, SEH Inc., to update SPU’s water system model and
develop a nitrate distribution model to understand how using Well 23 and the Windermere
Booster Station concurrently would impact the nitrate levels of the water blended and
subsequently distributed from Tank 8. The findings of the modeling were presented before the
Commission at the June 16, 2025 Workshop with availability for questions and additional
discussion.

it
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The model intentionally used conservative nitrate levels* of 2.58 mg/L from the Windermere
Booster station with 7.80 mg/L from Well 23. It was demonstrated that if Well 23 is operated at
600 gpm concurrently with the Windermere Booster station at 1000 gpm, the resulting sustained
nitrate level exiting Tank 8 for distribution was approximated to be 6.4 mg/L.

*Note: For the nitrate levels used in the modeling, the 2.58 mg/L nitrate level used for the
Windermere Booster station is the average results of Wells 20 and 21 closest to the booster
station. The 2-year average nitrate level for all wells in the 1 HES Zone is 1.69 mg/L.

The 7.80 mg/L nitrate level from Well 23 is the highest test result received from Well 23 since
construction. The average nitrate level for Well 23 (excluding the test well result) is 6.45 mg/L.
It is anticipated that the sustained 6.4 mg/L nitrate level from Well 23 and Windermere Booster

Station blended water at Tank 8 is a worst case scenario based on the conservative modeling
effort.

Staff has developed a proposed Nitrate Testing and Operations Policy for Well 23 Only (See
Attachment C). This policy was created from the guidance of the SEH model and Commission
feedback.

This policy is intended to be a temporary policy, and should be updated or replaced when an
additional well is constructed and connected to Pump House 23. SPU has two additional well
sites secured near PH23 and is seeking an additional well site in the vicinity.

All conditions and requirements of the proposed SPU Nitrate Testing and Operations Policy shall
apply to Well 23, with the exceptions of the testing schedule and internal operation procedures
listed below:

e The Testing Schedule requires weekly testing for first three months of operation to better
monitor and establish a baseline nitrate level for the well.
o Itis anticipated that a monthly testing protocol will be required after the first three
months of operation are completed.

e Operational Protocol
The Action Levels proposed in the Well 23 Only policy allows SPU staff to operate Well
23 at the same time as the Windermere Booster Station to fill Tank 8 as long as the Well
23 nitrate test results do not exceed 6.99 mg/L.
o Shortage or Emergency conditions would be required to operate Well 23 above
the 1% action level nitrate level, with more frequent testing required.

SPU staff will continue to provide water quality testing results to the Commission as required by

policy. Any significant changes to the water quality from Well 23 will be brought back to the
Commission for discussion.
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REQUESTED ACTION

Staff is requesting that the Commission approve the Nitrate Testing and Operation Policy, and
the temporary Nitrate Testing and Operation Policy (Well 23 Only), both dated 8/4/2025 by
motion.




ATTACHMENT A

SHAKOPEE PUBLIC UTILITIES - WATER DEPARTMENT
TESTING AND OPERATIONAL PROCEDURES — NITRATES

Adopted by SPU Commission 5/2/2005

TESTING SCHEDULE FOR ALL WELLS:

NITRATE LEVEL: TESTING FREQUENCY:
2.5 mg/l and below Quarterly testing

2.5 mg/l and above Monthly testing

8.5 mg/l and above 72 hours of pumping

This monitoring frequency is much more stringent than required by the MN
Department of Health (MDH). According to Minnesota Safe Drinking Water

Rules, quarterly sampling is required only when NO3 levels are above 5.4 mg/l
(50% of the Maximum Contaminant Level of 10 mg/l).

The prior 13-months of NO3 results will be provided to Commission every month.

OPERATIONAL PROCEDURES — NORMAL, SHORTAGE, EMERGENCY
NORMAL CONDITIONS -

Regular pumping from a well will be immediately suspended upon receiving test
result above 10.0 mg/l.

Wells taken out of service for nitrate levels will be tested before being put back in

service. Regular pumping will not resume until test results are below 10.0 mg/I for
two consecutive weeks.

SHORTAGE CONDITIONS -

A “shortage” is defined as a condition where water pressures or storage tanks
are below levels desired, but not so extreme as to constitute an emergency.
Examples would be a prolonged drought, pump failure, or storage tank being out
of service.

Under shortage conditions the preferred action is the imposition of restrictions on
water usage by sprinkling restrictions or similar conservation measures. As an
alternative response, wells previously taken out of service due to elevated nitrate
levels may be placed in operation in conjunction with other wells to blend water.
Blended water will be monitored to determine that the nitrate level of water
supplied to the public is 10.0 mg/l or below.

If blended water of 10.0 mg/l is not exceeded, public notification is not required
by the MN Department of Health.

Utility Commissioners will be advised of the event.
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ATTACHMENT B

NITRATE TESTING AND OPERATIONS POLICY
8/4/2025

1 Testing Schedule for All Wells

This monitoring frequency is much more stringent than required by the MN Department
of Health (MDH). According to Minnesota Safe Drinking Water Rules, quarterly
sampling is required only when NO3 levels are above 5.4 mg/L (~50% of the Maximum
Contaminant Level of 10.0 mg/L).

Nitrate Level (mg/L) Testing Frequency

2.5 mg/L and below Quarterly testing

2.5 mg/L and above Monthly testing

8.5 mg/L and above Every 72 hours of pumping

Table 1: Testing Schedule for Nitrate Levels

The prior 12-months of NO3 results will be provided to Commission on a quarterly basis.

2 Operating Conditions

2.1 Normal Condition

Normal is defined as a condition where pumps, water pressures and storage tanks are
operating at desired levels.

e Regular pumping from a well will be immediately suspended upon receiving test
result above 10.0 mg/L.

e Wells taken out of service for nitrate levels will be tested before being put back in
service. Regular pumping will not resume until test results are below 10.0 mg/L for
two consecutive weeks.
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2.2

Shortage Conditions

Shortage is defined as a condition where pumps, water pressures or storage tanks are
below levels desired, but not so extreme as to constitute an emergency. Examples
would be a prolonged drought, pump failure, or storage tank being out of service.

2.3

Under shortage conditions the preferred action is the imposition of restrictions on
water usage by sprinkling restrictions or similar conservation measures.

As an alternative response, wells previously taken out of service due to elevated
nitrate levels may be placed in operation in conjunction with other wells to blend
water. Blended water will be monitored to determine that the nitrate level of water
supplied to the public is 10.0 mg/L or below.

If blended water of 10.0 mg/L is not exceeded, public notification is not required
by the MN Department of Health. Utility Commissioners will be advised of the
shortage event.

Emergency Conditions

Emergency is defined as an extreme condition where a threat to life and safety is
reasonably seen. Examples would be a shortage of water pressure due to fire-fighting
use, or to low water storage levels giving inadequate fire protection.

Under emergency conditions, wells taken out of service due to elevated nitrate
levels may be placed in operation at the discretion and concurrence of the Water
Operations Supervisor(s), Director of Field Operations, and General Manager.

In the event that wells with high nitrate levels are run under emergency
conditions, public notification is required by the MN Department of Health and
SPUC emergency procedures will be followed. SPUC will take appropriate action
to assure that suitable water is available as required by various customers.
Utilities Commissioners will be advised of an emergency event.

This policy is set to ensure public safety when nitrates levels begin to approach
upper limits. This is the ultimate priority of the Utilities. The public must be

confident safeguards are in place as to not allow nitrates above the MCL to enter
the water supply.
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3 General Notes

e When four consecutive repeat samples are reliably and consistently below a
given schedule threshold, the testing frequency will revert to the average of the
four latest tests.

e SPUC testing schedule will meet or exceed state and federal requirements.
Water quality standard and public notification procedures will comply with state
and federal SDWA requirements.

e Water pumped to waste (not for public consumption) is not subject to the testing
schedule or the operational procedures.

4 Operational Protocol

This internal operating protocol is intended to be as stringent as possible, where water
demand allows.

4.1 Testing Protocol

The testing schedule for nitrates in Table 1: Testing Schedule for Nitrate Levels, as
shown in section 1 above, is the minimum baseline for all wells. Additional testing may
be required as indicated in the Internal Operational Procedures chart.

This monitoring frequency is more stringent than required by the MN Department of
Health (MDH). According to Minnesota Safe Drinking Water Rules, quarterly sampling is
required only when NO3 levels are above 5.4 mg/L (~50% of the Maximum Contaminant
Level of 10.0 mg/L).

This protocol is set to assure public safety when nitrates levels begin to approach upper
limits. This is the ultimate priority of the Utilities. The public must be confident
safeguards are in place as to not allow nitrates above the MCL to enter the water
supply.

4.2 Operational Protocol

Operational protocol is based on the latest test results received from the MDH and/or
the private laboratory being used by SPUC for nitrate analysis. No restrictions are
placed upon wells having NO3 levels below 6.0 mg/L, which is 60% of the Maximum
Contaminant Level (MCL) of 10.0 mg/L.

Nitrate MCL violation criteria states there is a violation when the MDH confirmation
average exceeds 10.4 mg/L. SPU Operating restrictions begin to take place when lab
results show a well's nitrate level exceeding 6.00 mg/L. This protocol can be seen in the
chart below labeled Table 2: Internal Operational Procedures For All Wells.
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Action Level (mg/L)

Initial Response
Water Operations
Supervisor(s)

Conferred Response

Taken in concurrence of Water
Operations Supervisor(s),
Director of Field Operations
and General Manager

5.99 mg/L and below
6.00 mg/L to 7.49 mg/L

7.50 mg/L to 8.99 mg/L

9.00 mg/L and above

No restrictions, run in any stage

Blend to < 5.00mg/L and run in
Auto with other wells

Shortage Condition, run in Auto
At lowest SCADA step based
on system demands

Emergency Condition, run in
Hand operation only

No restrictions, run in any stage

Blend to < 5.00mg/L and run in
Auto with other wells

Blend to < 7.50mg/L and run in
Auto at lowest SCADA step

Emergency Condition, run in
Hand operation only

Table 2: Internal Operational Procedures for All Wells

4.3 Action Levels

* A change in Action Level to a more restrictive operation will be made as soon as
possible after a report of two consecutive nitrate level results calling for a more
restrictive Action Level.

e A change in Action Level to a less restrictive operation will not be made until two
consecutive follow-up test results are at a lower Action Level.

e Sharp increases in nitrate levels may call for additional operating protocol. Ifa
test result shows an NO3 increase of increase of 2.0 mg/L or more; and can't be
blended below 5.0 mg/L, the well shall immediately fall into Emergency
Operations. Two additional nitrate tests, with 72 hours between tests, shall be
taken and the results shall determine the appropriate continued operating Action

Level.
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4.4 Reporting and Conferred Response

When the conditions call for the need to confer, the Director of Field Operations,
General Manager and Water Operation Supervisor(s) will make every effort to meet the
following timelines:

e Before: Changing a well running in Emergency Condition to a less restrictive
Action Level

e Immediately: Upon receiving test report showing water pumped into the system
exceeding 10 mg/L; or if a well had to be run on "hand" operation for an
Emergency Condition, regardless of nitrate levels

¢ Within 1 day: After an emergency condition, if a well was not run for some
reason: or when a test result calls for a more restrictive Action Level

e Each workday: When operating under an exemption to Internal Operating
Protocol

e As needed: For routine review of current Action Levels on various wells

4.5 Retesting Samples and Investigations

Certain samples tested by our private laboratory will be retested to verify the reliability of
our results. Retests will be routinely done when test results exceed the following levels
contained on the following table. A resample of the well will also be required in
conjunction with the retest.

The Water Operations Supervisor(s) will order retests without waiting to discuss with the
Director of Field Operations or General Manager, but will advise that a retest has been
requested.

In specific instances when results indicate a significant change the Water Operations
Supervisor(s) and Director of Field Operations will meet with the General Manager to
discuss an investigation to determine the possible cause of the nitrate increase. It may
be determined the best course of action will fall outside the scope of specified
procedure. In this case the course of action will be approved by the General Manager

4.6 Exemptions

Operations will be as described under this Internal Operating Protocol unless specific
exemption is directed in writing by the General Manager.
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ATTACHMENT C

NITRATE TESTING AND OPERATIONS POLICY

(Well 23 Only)
8/4/2025

This is a temporary nitrate testing and operations policy for Well 23 only. Well 23 is not
able to be blended per MDH requirements at the well head at this time. Due to elevated
nitrate levels during well production and initial testing, Well 23 is proposed to be mixed

with water from the Windermere Booster Station in Tank 8.

This policy is a temporary policy and is intended to be updated or replaced when an
additional well is constructed and connected to Pump House 23 to allow for blending at
the well head.

All conditions and requirements of the SPU Nitrate blending policy shall apply to Well
23, with the exceptions of the testing schedule and internal operation procedures listed
below.

1 Testing Schedule (Well 23 Only)

Well 23 shall be operated and tested on a weekly basis from August 1, 2025 until
October 31, 2025 to establish a baseline of nitrate testing results. Starting November 1,
2025, The average of all previous test results shall be used to establish an initial testing
frequency. Additional testing shall be at the following intervals:

Nitrate Level (mg/L) Testing Frequency

2.5 mg/L and below Quarterly testing

2.5 mg/L to 6.99 mg/L Monthly testing

7.0 mg/L to 8.99 mg/L Weekly testing

9.0 mg/L and above Every 72 hours of pumping

Table 1: Testing Schedule for Nitrate Levels
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4.2 Operational Protocol (Well 23 Only)

Action Level (mg/l)

Initial Response
Water Operations
Supervisor(s)

Conferred Response

Taken in concurrence of Water
Operations Supervisor(s),
Director of Field Operations and
General Manager

6.99 mg/L and below

7.00 mg/L to 8.99 mg/L

9.00 mg/L and above

Run well 23 with Windermere
Booster Station to < 7.00 mg/L
Can run in Auto

Shortage Condition, hand
Operation concurrently with
Windermere Booster Station

Emergency Condition, run in
Hand operation only

Run well 23 without Windermere
Booster Station to < 7.00 mg/L
Can run in Auto

Emergency Condition, hand
operation only if Windermere
Booster Station is offline

Emergency Condition, run in
Hand operation only

Table 2: Internal Operational Procedures for All Wells
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July 30, 2025

TO: Greg Drent, General Manager /%Q

FROM: Sharon Walsh, Director of Marketing, Key Accounts and Special Project;“
/,

SUBJECT: Crisis Communication Plan

Overview

At the June Workshop, a walk-thru of a preliminary Crisis Communication Plan was done. The
commissioners shared feedback with me. This included:

A smalier team for the Crisis Management Team

General Manager

Director of Communications

Legal Advisor

Commission President, as a backup to the General Manager

o Leadership Representative (as needed based on crisis)

- If the GM is to be the primary spokesperson, a backup is needed in the event he is not available
and/or he is busy solving the crisis.

- More frequent CMT meetings are needed at the onset of a crisis ( 4 hours or daily is not
responsive enough at the onset of a crisis)

- Having legal input on all external communications is advised/preferred

- Incorporate the SME and Legal when speaking to the authorities

- Streamline the document so it is user-friendly during a crisis situation

- Make communication protocols and the approval process clear to users.

O 0O O O

Changes noted above have been incorporated into this document. Because this is a public document,

cell phone numbers and key account information was not included. This information is in the internal
document.

Action Requested

Staff is requesting approval of the design of the SPU Crisis Communication Plan as presented. NOTE: This
plan is a dynamic document in that contacts will continually need to be updated, communication

platforms may change, and following a crisis, changes should be included to improve the plan for future
applications.



















2.Crisis Management Team

2.1 Team Composition

1. Crisis Manager

2. Communications Lead

3. Legal Lead

4. Commission President (as needed)
5. Leadership Team Member (as needed)

2.2 Responsibilities

«SPU

ko Pt Ui s

Role

Name

Responsibilities

Contact
Information

Crisis Manager

General Manager -
Greg Drent

Oversee the overall
crisis response and
decision-making
process. Coordinate
the activities of the
CMT.

Ensure that all
aspects of the crisis
are being
addressed
effectively.

Serves as the
primary
spokesperson for
the organization.

Office: 952-233-1511
Cell: xxx-xxx-xxxx

Email:
gdrent@shakopeeutilities.com

Communications
Lead

Director of
Communications —
Sharon Walsh

Develop all internal
and external
communications.

Disseminate all
external
communications.

Office: 952-233-1531
Cell: XxX-XXX-XXXX

Email:
swalsh@shakopeeutilities.com
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7. Appendices

7.1 Contact Lists
Crisis Management Team (CMT)

«SPU

Lead

Name Role Phone Email
Greg Drent Crisis Manager 952-233-1511 | gdrent@shakopeeutilities.com
Sharon Walsh Communication 952-233-1531 | swalsh@shakopeeutilities.com

Spencer Fane
LLG

Legal Lead

612-268-7000

Commissioner

BJ Letourneau Commissioner 952-445-1988 | bletourneau@shakopeeutilities.com
President
Leadership Team
Name Role Phone Email
Brad Carlson Director of Field 962-345-2488 | bcarlson@shakopeeutilities.com
Ops
Philip Dubbe Director of IT 952-345-2470 | pdubbe@shakopeeultilities.com
Kelley Director of 952-233-1516 | kwillemssen@shakopeeutilities.com
Willemssen Finance/
Administration
Joe Adams Director of 952-233-15601 | jadams@shakopeeutilities.com
Planning &
Engineering
SPU Commission
Name Role Phone Email
Kathi Mocol Commissioner VP 952-445-1988 kmocol@shakopeeutilities.com
Jim Dulaney Commissioner 952-445-1988 jdulaney@shakopeeutilities.com
Kayden Fox Commissioner 952-445-1988 kfox@shakopeedtilities.com
Justin Krieg 952-445-1988 krieg@shakopeeutilities.com
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Community/Partner Contacts

«SPU

Name Organization Phone Email

William Reynolds City Administrator 952-233-9311 breynolds@shakopeeMN.gov

Chelsea Petersen | Asst City 952-233-9310 cpetersen@shakopeeMN.gov
Administrator

Matt Lehman Mayor 952-496-2069

Tim Zunker Chamber of 952-445-1660 tzunker@shakopee.org
Commerce

Jeff Tate Crisis Mgr - City 952-233-9400 tate@shakopeemn.gov

Emergency Services
Service Phone
Police 952-445-1411 or 911

Fire Department

952-233-9400 or 911

Ambulance

911

St. Franics Regional Medical Center

952-428-3000

Scott County Sheriff

952-496-8300 or 911

FEMA

1-800-621-3362

Regulatory Contacts

Name | Organization Phone

Email or Website

MN DOH - Main

651-201-5000 https://www.health.state.mn.us/about/ph

ones.html

Water

MN DOH - Drinking 651-201-4700 | https://www.health.state.mn.us/commun

ities/environment/water/index.html

OSHA -Emergency

800-321-6742 | www.osha.gov

Hazard)

CDC (Environmental 800-232-4636 | cdcinfo@cdc.gov
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7.3 Forms

Crisis Assessment Template

1. Crisis Overview

Incident Report Date: Time: Reported By:

Crisis Description:

Type of Crisis: 1-5 (see page 2)
Brief Description:

Affected Areas/Departments:

2. Initial Impact Assessment — impact on each category

Operations:

“SPU

Safety and Security:

Reputation:

Financial Implications:

Legal and Regulatory:

3. Stakeholder Analysis/Affected Stakeholders:

Employees:

Customers:

Suppliers:

Regulators:

Media/Public;

4. Severity and Risk Assessment Severity Levels:

Impact Probability | Severity Level

Low Low Minor

Moderate | Moderate Moderate

High High Severe
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5. Response Actions
Immediate Actions Already Taken:

Additional Actions Required to Further Manage and Mitigate the Crisis:

Resource Allocation (personell, financial, technical):

6. Communication Plan Internal Communication:
Internal Audience
Communication Method:

External Customers
Communication Method:

Media/Public
Communication Method:

7. Monitoring and Review/Ongoing Monitoring:
Methods for monitoring the situation (e.g., regular updates, reporting systems):

Schedule for reviewing the status and effectiveness of the response actions:

<SPU

Priin Ui
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